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Cyber War and I'T Management
Responsibilities

B 1. Kato, Strategy Consultant, Gamutsoft Corporation
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Middle of July, the USA announced that “In addition to the 4 kinds of traditional
intrusions to land-sea-and air, and from Space, the US recognizes the 5th threat and

would fight back to the country who mmtiated Cyber attacks to the US”

In this network era, we cannot do any business and/or emjoy our life without connecting
PC or smart phones to the network. Hence. it 1s truly a big problem if the network
access is disturbed or the data is stolen by somebody. Today, | would like to talk how

we should protect ourselves by showing you some incidents recently happened.
DDoS Attack and BOT

March 3. 2011, Web sites of Korea President Office. Military organizations, and many
Stockbrokerage firms received massive data (known as DDoS attack) and many of their
systems hanged up. This continued for 3 days. About 100,000 PCs sent massive data
(o the sites so that normal access Lo the Web became impossible. Most ol those PPC

owners were not aware of the involvement to the crime.

Those 100,000 PCs were remotely controlled by 750 PCs/Servers in 70 countries
including 3 servers/PCs installed in Japan. The programs are called BOT. The name
comes from Robot because of remotely controlled. Korea government asked Japan to
investigate those 3 via ICPO. Japan police found that 2 servers are in SMLEs; one in
[okkaido and the other is in Kagawa prelecture. They are small companies and their

security system was poorly invested. The third one is a PC of a man in Tokyo who did

#ilithie. 800-820-0017 [ A
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not install effective virus security program and also
left the PC permanently connected to internet. All

three owners never knew they are assailants.

Based on the network log data, the police found the
virus was sent from North Korea. Although the North
Korea may deny the crime and say they could also be
a victim, i.e. somebody controlled the servers in North
Korea as BOT, unless they open the log data and
prove the virus originators are not in North Korea,
they cannot say “we are not assailants” .

A while later, the Japan police found another one.
They visited a convenience store and said to the
manager “vyour store attached Korea by DDoS" .
It was a big surprise [or the manager. The problem
equipment was a securily camera. Such security
cameras send video/picture data to the contracted
security company, and the company can also access
to the cameras to monitor the store at any time, This
means the camera has a built-in OS that can be atfected

by computer virus from outside.

One of the McAfee’s directors says  “Internet
connected TVs, video/IIDD recorders, and even a
high-tech coffee maker should have built-in security
packages” . Hesays “It is a big mistake if you think
those are simple home apparatus” . Therefore, you
should consider “one day, vou mayv be an assailant
in a Cyber War without knowing that one of vour home
equipment is controlled by somebody clse” .

The massive data sender can be easily detected so thal
tracing back the source IP Addresses is not difficult
although the assailants may not be the originator of
the attack. The collaboration of police network, e.g.
ICPO, between countries could work to stop the
servers/PCs, although it may take so-so lengthy hours
and the collaboration rule between countries
againstcyber terrarism has not yet firmly established.

Trojan and Various Viruses
Mitsubnshi Heavy Industries realized the virus penetration

since some months ago and started to analvze them.
Their divisions develop atomic plants, submarines,

[‘ J / &ilithe. 800-820-0017

This is not any
exaggerations but
true that the Cyber
War is a serious
on-going problem.
Everybody should
think how to protect
their company and
their country from
willful attacks in
this Cyber War era.

escorl ships, interceptor mussiles, and rocket engines.
Henee, the stolen data 1s a serous issue. They announced
that at least 9 locations and 80 servers were aflected
by & types of viruses.

They recently updated that the number of kinds of
virus 15 more than 50. One of their work stations had

28 different viruses.

The data stealer “Worm Agobot” (2004), “Gumblar”
that modifies web site and send virus to the machine
who accessed the site, and even “Spy-eye” that
steals the bank account information were found;
however, most ol them can be blocked by regularly
updating security packages. This means, their IT
securily management is very poor so that CIO(s)
should be immediately Ored! [a! ha! ha!

They found another one that could not be detected
by regular security software. This virus creates another
virus after the penetration. One employee received
a New Year message [rom his [riend and opened the
card. That card was virus but very quiet for a while so
that the person was not aware of the infection. The
sender (server) was from Tarwan, but we do not know
whether they are the assailant or a BOT.

Furthermore, they found that STAC (Society of
Japanese Acrospace Companies, was involved to attack
Mitsubishi for stealing data. The virus mail was forged
by using an actual mail with attachment sent from an
executive in SJAC 10 hours ago. The recerver thought
it 15 a real mail so that opened 1t without doubt.

Some of the major incidents around the world are as
follows:

2003, nuclear plant computer in the US: security
monitoring system stopped for 3 hours.

2003, railway system around Washington DC, USA:
system was messed up.

2005, automobile factory - 50,000 workers in the US:
production stopped for a while.

2006, water purilying plant in the US: monitoring
svstem was remotely controlled.

2007, government and banking systems in Estoma:
access blocked.

2008, railway point switching system in Poland: 14




years old boy caused derailment accident.

2008, US Pentagon: network was aflected and the data
was sent to other countries.

2009, energy industry: the Night Dragon operation
began by a China hackers group.

2009, Google: about 30 companies were affected and
mail of civil-rights activists was copied.

2010, nuelear plant in Iran: Stuxnet specially tuned
for Siemens screwed up 30,000 PCs.,

2011, government and related orgamizations n 14
countries: revelation of Shady-rat operation that steals

data.

The above are a tip of the iceberg, There are thousands
of penetrations; some are big and some are small in
the past decade, but undoubtedly, the numbers are
mcreasing.

This is not any exaggerations but true that the Cyber
War is a serious on-going problem. Everybody should
think how to protect their company and their country
from willful attacks in this Cyber War era.

IT Security Improvement

One of the reasons why I talk about Cyber War
comes [rom the I'T service industry where Gamutsoll
belongs to.

Last year (20010), the global headquarters of a
multi-national company (one of Gamutsoft customers)
decided to make free the web access for their
employees, L.e. employees can access any sites as they
like from their office. [ believe they are allowed to do
s0 during their recess time. Naturally, virus infection
dramatically increased at several hundred cases per
month level. Gamutsoft service team was requested
to clean up so many affected PCs every day; some
to remove the virus, and some to completely reinstall
the operating system.

Although such cleaning service generated additional
revenue, Gamutsoft proposed the customer to strengthen
the firewall especially the China specific anti-virus
programs. We said that, in addition to the global
standard architecture and employee traimings, 1l may
be required to build a double security feature since
mosl of English based (global standard) anti-virus

packages may not perfectly detect Trojan written in

Excluding we who
are working in IT
industry, most of
the smart phone
owners do not
know the hidden
capabilities and
virus risks of their

phones.

winpy WAz

Chinese. The customer CIO kindly rejected our
additional service ofler, but only pay for troops to

firefight with infected devices.

Since most of virus infections come from doubtful
web site accesses and unconsidered opening of files
attached to incoming mail,

1)1t 15 very important to train every employee about
when and where they must pay attention. However,
as | wrote in the previous article, 1 a mail is from your
boss, or a greeting card sent from your friend, you
may innocently open the file without doubt. This is

a human’s nature.

2)We must let them promptly update windows and
anti-virus programs. However. as | mentioned
before, some of spyware cannot be detected by
normal anti-virus software.

The above trainings are effective but cannot prevent
every infection because of human’s nature.

1. The company Il department should lumit emplovees
to access authonzed sites only. Employees should
not use company PC to access the sites for personal
purposes. This restriction dramatically decreases the

chance of virus infection in business.

2 Regular/periodical mspection by network specialist
is indispensable. The people who could do such job is
called “white hacker” : against black hacker who
does criminal act. This inspection may include a

penetration test (pinhole detection).

3.Depending on the firewall/anti-virus structure, we
recommend to consider redundant protection for the
sake of safety.

Why [ say this 1s because of BOT.

It you do not perfectly protect your servers and your
employees™ PCs, these equipment may be controlled
from outside, 1.e. used by willful people to attack
other companies or countries. Maybe your company’s
PCs were used for attacking Korea or Mitsubishi
Heavy Industries. If you are in charge of the IT

M. 800-820-0017 [‘] 8



department and did not protect your network against
virus, you are one of the assailants, and you cannot say
I am an innocent victim although it is a question
whether or not vou may be arrested by 1CPO.

Smart Phone and Mobile Terminals

Smart phone is now very popular everywhere in the
world. In addition to Apple, Android has dramatically
accelerated the use of smart phone not only in personal
use, but in business as well. There are over 750,000

smart phone applications for Google and Apple.

Excluding we who are working in I'l industry, most
of the smart phone owners do not know the hidden
capabilities and virus risks of their phones. In August
last year, there was a demonstration in a security
conference in the US. They used a smart phone to
penelrate in the computer of a car, and started its
engine.

In regard to the Android based smart phones rapadly
mcreasing, one technical report says there are almost
200 very harmful viruses found to date so far. | also
saw the virus demonstration on TV. The hacker sets
the phone to silent mode, and then calls the phone.
The hacker can now histen to what 15 going on around
that phone (e.g. a business meeting).

They can even take a photo remotely. They can steal
a data file that was downloaded from the company
DB yesterday when the phone user confirmed profit
and loss on his/her project. Your phone directory, call
history, and photo library are easy to steal. We must
understand that " smart phone = PC = a high nisk 1o
be remotely controlled” . Hence, in Japan, all the
network service providers (such as Softbank and
Docomao) are now chasing on how to strengthen the
security services for their users.

NTT Docomo in Japan already released 4 smart phone
madels and 2 tablet PC maodels; those are LTE (Long
Term Evolution) technology based. so called Super
3G. The latest model “Galaxy SII LTE” OEMed
by Samsung Korea achieved maximum 75MBit/sec
that 15 about 5 times faster than the 3G based models,
but the price 1s 2,000RMDB only Although this speed

[‘] L‘J #ili#hik: 800-820-0017
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“Cloud Computing”
was a buzz word
only in IT business
guys since a decade
ago, but now, every
body knows 1t 1s in
our daily life for

personal use also!

15 high enough for business use; however, you may
know that LTE will soon become the next global
communication standard (70 countries are so [ar agreed
to use it) so that 1GB per second (downloading) is not
a dream within two vears.

Summary

“Cloud Computing” was a buzz word only in IT
business guys since a decade ago, but now, everybody
knows it is in our daily life for personal use also! As
far as the application and data storage space are in the
network somewhere the user does not know exactly
where, itis called “Could Service” |, like Apple’s
1-Cloud for example. This type of service cannot be
provided without high speed communication link. Tlence,
it 1s quite understandable that many companies started
to use ICT (Information and Communication Technology)
instead of IT.

The importance to secure end user’s information/data
15 dramatically increasing in this network era. For this
reason, Le. o improve phones, PCs, and communication
network security regardless whether it is for your
personal or company or country, what we need is so
called excellent engineers. In the next 10 to 20 years,
the white hackers are one of the most welcome resources
in many private or government organizations in the
world, because good hackers know how to defend the
svstem from any attack of black hackers.

Early 2010, Gamutsoft announced WPM (Work Place
Management) services smce we know the work place
will not be only factory or office but any place including
vour customer site, airport, on train, coffee shop and
vour home by using smart I'T equipment connected
through the high speed wireless (or wired) network.
The Service Desk that solves 1ssues on mobile terminal
users and the I'T Security Management are the most
important ones in WPM services,

In this dramatically changing life and rapidly advancing
network environment, the information system security
should be the greatest concern ol any CIO, so that
Gamutsoll is keen to improve its service skills for our
customers.

-1. Kato, Strategy Consultant, Gamutsoft Corporation
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